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Zomato data theft reveals dark side of cyberspace
Anand J | TNN | Updated: May 19, 2017, 09:47 IST

BENGALURU: The Zomato data theft incident has exposed the dark side of cyberspace running the risk of personal data heists in the event of a security breach. The
personal data of consumers is at the mercy of internet companies, and Indian data protection laws are inadequate to protect private information from hackers getting their
hands on it. With India's push towards a cashless economy, securing personal details has posed more challenges to the custodians of that data. 

5 tips to protect yourself from becoming a ransomware victim
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Take safe and secure backups

Regularly update and patch your systems

Use anti-virus software

Educate your employees

If hit by ransomware attack, shutdown network immediately

"Indian companies rare ly take data security seriously and hence, such breaches are not uncommon," said Zainab Bawa, founder of HasGeek, a platform for developers.
She said that the customer has no way of staying informed that his or her data is secure with a payment company or a consumer internet firm. 

The importance that a company attaches to security depends on their own ethos. Viral Shah, co-founder of Julia Computing and a cocreator of the Julia programming
language, said companies need to decide the level of cyber risks assessing their threat landscapes. Shah said data protection is a three-step process that requires companies
to safeguard their hardware with sufficient security protocols,monitor data access and make sure it's encrypted, as in the case of Aadhaar. "The companies have to work on
their own software and applications to add layers of security," he said.
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30% off in Chinese restaurants in BangaloreDINEOUT

Recommended By Colombia

Bawa feels that hackers are usually one step ahead of the pack and security cannot be treated as one-time expenditure. "You have to treat a security breach as a business
risk and monitor it in-house rather than outsource it to third parties," she said.

Zomato hacked, data of 17 million users stolen: Report
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India's largest-restaurant guide Zomato appears to have suffered a major security breach. According to a report in security blog HackRead, "a vendor going by the online
handle of 'nclay' is claiming to have hacked Zomato and selling the data of its 17 million registered users on a popular Dark Web marketplace."

While consumers have rights under the IT law to take on internet companies, the lack of good compensation and the harrowing experience of going through the judicial
process acts as a deterrent, said Pavan Duggal, cyber law expert and an advocate in the Supreme Court. He said that if companies are breaching security as mentioned
under ISO 27001 (international information security standard), consumers have a right to sue the firm and get compensation. "There is a lack of awareness among
consumers about their rights and the perception of no-remedy is a challenge," said Duggal.

Even as cyber risk becomes a hot-button issue, some large firms are making it a boardroom agenda. Conversations are not just happening in the tech function, but it's going
right up to independent directors. "For organizations, it's important to recognise their crown jewels. I think that transition hasn't emerged. Of course, there is a shift
happening -- changing the IT systems architecture to be more prepared. The key focus for such organizations is, how do you look at cybersecurity as a business risk and
start measuring it," said Atul Gupta, head of cybersecurity in KPMG India. 

Get latest news & live updates on the go on your pc with News App. Download The Times of India news app for your device.

MORE FROM
TIMES OF INDIA

NEWS

HONEYPREET INSAN RAHUL GANDHI BLUE WHALE CHALLENGE

INDIA CHINA STANDOFF YOGI ADITYANATH ARVIND KEJRIWAL

NITISH KUMAR AIADMK NEWS NARENDRA MODI

ViewcommentsPost a comment

All Comments ()+

Watch Arjun Reddy, a Telugu comedy drama film
Prime Video

Looking for second hand furniture?
Rentomojo

Looking for highly engaged audiences?
Times Group

Massive anti-Pakistan protest erupts in PoK Trouble in Rinku Dhawan and Kiran Karmarkar’s
marriage

Hyderabad all dolled up for Ivanka Trump

Daddy, story of a gangster­turned­politician
Prime Video

30% off in Chinese restaurants in Bangalore
DINEOUT

'10 days' hair oil ­ New hair growth for sure!
Rathira Ayurveda Pvt Ltd

Try this new hair re­growth trick. It's easy.
Nutralyfe Re­Gain

�జ�న ����� ����  �� – �జ�
LiveInStyle

TV actor Piyush Sahdev arrested for rape

Pradhyumn murder case: Ashok's uncle under CBI scanner

Havmor to sell its ice­cream business to Lotte Confectionery

Peter England Mr India Mumbai Final Auditions

I am most disappointed with Priyank: Benafsha Soonawalla

http://timesofindia.indiatimes.com/topic/cybersecurity
https://play.google.com/store/apps/details?id=com.toi.reader.activities
http://timesofindia.indiatimes.com/mobileapplist/7404562.cms
http://timesofindia.indiatimes.com/city/chandigarh/honeypreet-insan-not-wife-on-gurmeet-ram-rahims-list-of-jail-visitors/articleshow/60368856.cms
http://timesofindia.indiatimes.com/india/i-had-warned-about-gorakhpur-hospitals-a-year-ago-says-rahul-gandhi-slamming-anti-poor-bjp/articleshow/60360577.cms
http://timesofindia.indiatimes.com/city/ahmedabad/terminally-ill-youth-ends-life-claims-it-was-part-of-blue-whale-challenge/articleshow/60342741.cms
http://timesofindia.indiatimes.com/india/doklam-stand-off-china-silent-on-plans-to-build-road/articleshow/60261175.cms
http://timesofindia.indiatimes.com/city/lucknow/united-we-win-divided-we-fall-says-yogi-adityanath/articleshow/60356466.cms
http://timesofindia.indiatimes.com/city/delhi/cm-takes-charge-of-djb-vows-to-end-water-woes/articleshow/60368657.cms
http://timesofindia.indiatimes.com/india/lalus-patna-rally-was-a-family-function-says-nitish-kumar/articleshow/60365021.cms
http://timesofindia.indiatimes.com/city/chennai/aiadmk-resolves-to-convene-general-council-and-executive-committee-to-oust-sasikala/articleshow/60259620.cms
http://timesofindia.indiatimes.com/city/udaipur/modi-to-launch-nh-projects-worth-rs-15000-crore-today/articleshow/60269848.cms


11/28/2017 Zomato data theft reveals dark side of cyberspace

https://timesofindia.indiatimes.com/companies/zomato-data-theft-reveals-dark-side-of-cyberspace/articleshow/58745375.cms 6/13

Leave a comment…

Characters Remaining: 3000
Continue without login
Full Name Email Location

or
Login from existing account
FacebookGoogleEmail

Share on Facebook Share on Twitter
Refrain from posting comments that are obscene, defamatory or inflammatory, and do not indulge in personal attacks, name calling or inciting hatred against any
community. Help us delete comments that do not follow these guidelines by marking them offensive. Let's work together to keep the conversation civil.
HIDE
+
All CommentsYour Activity
Sort UpVoted
Be the first one to review.
We have sent you a verification email. To verify, just follow the link in the message

LATEST VIDEOS

Top Videos

PM Modi-Abe visit historic mosque01:09

FROM AROUND THE WEB

Raja The Great, a Telugu action comedy film

AD: PRIME VIDEO

Smart investment into commercial real estates ­ B'lore

AD: PROPERTY SHARE

Burn upto 20 kgs with this easy method.

AD: NUTRALYFE

https://timesofindia.indiatimes.com/videolist/4762524.cms
https://timesofindia.indiatimes.com/videos/city/ahmedabad/pm-modi-abe-visit-historic-mosque-in-ahmedabad/videoshow/60498705.cms
https://timesofindia.indiatimes.com/videos/city/ahmedabad/pm-modi-abe-visit-historic-mosque-in-ahmedabad/videoshow/60498705.cms


11/28/2017 Zomato data theft reveals dark side of cyberspace

https://timesofindia.indiatimes.com/companies/zomato-data-theft-reveals-dark-side-of-cyberspace/articleshow/58745375.cms 7/13

Bombay Times Fashion Week 201759:59

Trending Videos

Apple launches iPhone 8, iPhone 8 Plus, iPhone X on its 10th anniversary13:28

Mouni Roy breaks up with her longtime boyfriend Mohit Raina01:57

Salman Khan to cast fresh face in brother-in-law Aayush Sharma’s debut film01:57

CBI summons Karti Chidambaram01:06

Hurricane Irma leads to prices rise of crude oil: Dharmendra Pradhan02:23

Students protest at Nagpur University over a list of demands01:02

https://timesofindia.indiatimes.com/videos/lifestyle/bombay-times-fashion-week-2017-day-3-models-sashay-down-the-ramp-in-style/videoshow/60477003.cms
https://timesofindia.indiatimes.com/videos/lifestyle/bombay-times-fashion-week-2017-day-3-models-sashay-down-the-ramp-in-style/videoshow/60477003.cms
https://timesofindia.indiatimes.com/videolist/3812890.cms
https://timesofindia.indiatimes.com/videos/tech/apple-launches-iphone-8-iphone-8-plus-iphone-x-on-its-10th-anniversary/videoshow/60501693.cms
https://timesofindia.indiatimes.com/videos/tech/apple-launches-iphone-8-iphone-8-plus-iphone-x-on-its-10th-anniversary/videoshow/60501693.cms
https://timesofindia.indiatimes.com/videos/entertainment/hindi/mouni-roy-breaks-up-with-her-longtime-boyfriend-mohit-raina/videoshow/60501463.cms
https://timesofindia.indiatimes.com/videos/entertainment/hindi/mouni-roy-breaks-up-with-her-longtime-boyfriend-mohit-raina/videoshow/60501463.cms
https://timesofindia.indiatimes.com/videos/entertainment/hindi/salman-khan-to-cast-fresh-face-in-brother-in-law-aayush-sharmas-debut-film/videoshow/60501451.cms
https://timesofindia.indiatimes.com/videos/entertainment/hindi/salman-khan-to-cast-fresh-face-in-brother-in-law-aayush-sharmas-debut-film/videoshow/60501451.cms
https://timesofindia.indiatimes.com/videos/news/cbi-summons-karti-chidambaram/videoshow/60501293.cms
https://timesofindia.indiatimes.com/videos/news/cbi-summons-karti-chidambaram/videoshow/60501293.cms
https://timesofindia.indiatimes.com/videos/news/hurricane-irma-leads-to-prices-rise-of-crude-oil-dharmendra-pradhan/videoshow/60501086.cms
https://timesofindia.indiatimes.com/videos/news/hurricane-irma-leads-to-prices-rise-of-crude-oil-dharmendra-pradhan/videoshow/60501086.cms
https://timesofindia.indiatimes.com/videos/city/mumbai/students-protest-at-nagpur-university-over-a-list-of-demands/videoshow/60501082.cms
https://timesofindia.indiatimes.com/videos/city/mumbai/students-protest-at-nagpur-university-over-a-list-of-demands/videoshow/60501082.cms


11/28/2017 Zomato data theft reveals dark side of cyberspace

https://timesofindia.indiatimes.com/companies/zomato-data-theft-reveals-dark-side-of-cyberspace/articleshow/58745375.cms 8/13

9 killed in a truck-car collision in Yellapur00:40

Rishi Kapoor chides Rahul Gandhi over dynasty politics remark01:54

10-year-old girl rescued from bonded drudgery in Hyderabad01:32

Alia Bhatt cuts off herself from social media while shooting for ‘Raazi’01:49

Aankita Lokhaande sweats it out in gym ahead of her debut film00:16

Akshay Kumar, Shilpa Shetty to clash with each other on small screen00:18

Varun Dhawan to play a dark character in Shoojit Sircar’s ‘October’00:31

https://timesofindia.indiatimes.com/videos/city/bengaluru/9-killed-in-a-truck-car-collision-in-yellapur/videoshow/60501063.cms
https://timesofindia.indiatimes.com/videos/city/bengaluru/9-killed-in-a-truck-car-collision-in-yellapur/videoshow/60501063.cms
https://timesofindia.indiatimes.com/videos/entertainment/hindi/rishi-kapoor-chides-rahul-gandhi-over-dynasty-politics-remark/videoshow/60501058.cms
https://timesofindia.indiatimes.com/videos/entertainment/hindi/rishi-kapoor-chides-rahul-gandhi-over-dynasty-politics-remark/videoshow/60501058.cms
https://timesofindia.indiatimes.com/videos/city/hyderabad/10-year-old-girl-rescued-from-bonded-drudgery-in-hyderabad/videoshow/60501013.cms
https://timesofindia.indiatimes.com/videos/city/hyderabad/10-year-old-girl-rescued-from-bonded-drudgery-in-hyderabad/videoshow/60501013.cms
https://timesofindia.indiatimes.com/videos/entertainment/hindi/alia-bhatt-cuts-off-herself-from-social-media-while-shooting-for-raazi/videoshow/60500966.cms
https://timesofindia.indiatimes.com/videos/entertainment/hindi/alia-bhatt-cuts-off-herself-from-social-media-while-shooting-for-raazi/videoshow/60500966.cms
https://timesofindia.indiatimes.com/videos/entertainment/hindi/aankita-lokhaande-sweats-it-out-in-gym-ahead-of-her-debut-film/videoshow/60500958.cms
https://timesofindia.indiatimes.com/videos/entertainment/hindi/aankita-lokhaande-sweats-it-out-in-gym-ahead-of-her-debut-film/videoshow/60500958.cms
https://timesofindia.indiatimes.com/videos/tv/hindi/akshay-kumar-shilpa-shetty-to-clash-with-each-other-on-small-screen/videoshow/60500938.cms
https://timesofindia.indiatimes.com/videos/tv/hindi/akshay-kumar-shilpa-shetty-to-clash-with-each-other-on-small-screen/videoshow/60500938.cms
https://timesofindia.indiatimes.com/videos/entertainment/hindi/varun-dhawan-to-play-a-dark-character-in-shoojit-sircars-october/videoshow/60500918.cms
https://timesofindia.indiatimes.com/videos/entertainment/hindi/varun-dhawan-to-play-a-dark-character-in-shoojit-sircars-october/videoshow/60500918.cms


11/28/2017 Zomato data theft reveals dark side of cyberspace

https://timesofindia.indiatimes.com/companies/zomato-data-theft-reveals-dark-side-of-cyberspace/articleshow/58745375.cms 9/13

Fanney Khan: Anil Kapoor may croon 2 songs00:26

Parineeti Chopra shares pic of her Australian vacation00:14

Celebs attend ‘Ranchi Diaries’ trailer launch00:21

More From TOI

https://timesofindia.indiatimes.com/videos/entertainment/hindi/fanney-khan-anil-kapoor-may-croon-2-songs/videoshow/60500898.cms
https://timesofindia.indiatimes.com/videos/entertainment/hindi/fanney-khan-anil-kapoor-may-croon-2-songs/videoshow/60500898.cms
https://timesofindia.indiatimes.com/videos/entertainment/hindi/parineeti-chopra-shares-pic-of-her-australian-vacation/videoshow/60500069.cms
https://timesofindia.indiatimes.com/videos/entertainment/hindi/parineeti-chopra-shares-pic-of-her-australian-vacation/videoshow/60500069.cms
https://timesofindia.indiatimes.com/videos/entertainment/hindi/celebs-attend-ranchi-diaries-trailer-launch/videoshow/60500057.cms
https://timesofindia.indiatimes.com/videos/entertainment/hindi/celebs-attend-ranchi-diaries-trailer-launch/videoshow/60500057.cms
http://tamil.samayam.com/latest-news/state-news/chennai-aiadmk-general-council-meeting-updates/articleshow/60473816.cms?utm_source=TOInewHP_TILwidget&utm_medium=ABtest&utm_campaign=TOInewHP


11/28/2017 Zomato data theft reveals dark side of cyberspace

https://timesofindia.indiatimes.com/companies/zomato-data-theft-reveals-dark-side-of-cyberspace/articleshow/58745375.cms 10/13

AIADMK General council meeting Live News in Tamil 

Navratri Recipes | Navratri Vrat Recipes | Navratri Food 

Chicken Biryani Recipe: How to make Chicken Biryani

Navbharat Times

Featured Today In Travel

Our Global Partners

http://tamil.samayam.com/latest-news/state-news/chennai-aiadmk-general-council-meeting-updates/articleshow/60473816.cms?utm_source=TOInewHP_TILwidget&utm_medium=ABtest&utm_campaign=TOInewHP
http://recipes.timesofindia.com/recipes/navratri?utm_source=TOInewHP_TILwidget&utm_medium=ABtest&utm_campaign=TOInewHP
http://recipes.timesofindia.com/recipes/navratri?utm_source=TOInewHP_TILwidget&utm_medium=ABtest&utm_campaign=TOInewHP
http://recipes.timesofindia.com/recipes/chicken-biryani/rs53096628.cms?utm_source=TOInewHP_TILwidget&utm_medium=ABtest&utm_campaign=TOInewHP
http://recipes.timesofindia.com/recipes/chicken-biryani/rs53096628.cms?utm_source=TOInewHP_TILwidget&utm_medium=ABtest&utm_campaign=TOInewHP


11/28/2017 Zomato data theft reveals dark side of cyberspace

https://timesofindia.indiatimes.com/companies/zomato-data-theft-reveals-dark-side-of-cyberspace/articleshow/58745375.cms 11/13

1 Zomato data theft reveals dark side of cyberspace

2 Paytm gets $1.4 billion from Softbank valuing it at $7 billion post investment

3 Nearly 17 million Zomato usernames, passwords stolen

4 Zomato hacked, data of 17 million users stolen

5 Jasper Infotech puts Rs 22 crore more into FreeCharge wallet
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